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Further Specialisation

Qualification
level Domains with

recognised qualification

Information Risk ICT

Management Security Privacy Officer

CISO ICT Security Manager ICT auditor

1ISO ICT Security Specialist Business Continuity mgr
etcetera.

. master bachelor secondaryocational
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ICT Security Specialist 3

ICT SECURITY SPECIALIAT 3

ary Desigrs and implemeants the arganisation’s ICT securily policies.

EI.I'II'I'I
temant
Prapases and implemsnbs iechnical secunty measures for ICT. Advises and
sy pports ke ansune secure ICT operation. Takes direct action 10 secare all or par of
a nebwark or system. |5 recognised as the ICT security exper by peers.
_ Accauntabls Responsibie Conirigutor

Dellvarables

= Knowledge base  |o ICT sacwrily improvement = Risk Management
on ICT security prapasals siraiegy
= Mew lechrakagy inlegration & ICT sacurity policies
prapasals and ils imglementatian
= Technical ICT security solutions, | = Risk anakyseas far ICT

= Forensic investigation

measures and updates

wwh in-depth fechnalegy trends with respect fo ICT security
= Dhserve current threats and threat trends and determine their passible mpact on
the arganisation
= Pravide knowladge base on irformation security
= Draw up improvement prapasals for 1ICT sacuriby
= Draw up propesaks lor infegration of new indormation technology
= Design technical ICT secunty solutions

-I::unq:-uian 8| AT, Technalogy Trend Monitoring
trom e
Zaneral G2 Commuricalion and persuason
eompesocs

E.B. Informadan Security Marapgemeni

7. Analytical skils

ducation and | A completed Masier s2udy in the ICT damain ar squivakent level of knoedadge and
rlence shills.

_ Mecsssarg ICT seourity measures in place and effective.
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SIS
I The Challenge
AHow to make education for a new curriculum?

With professional profiles and e-CF

Professional profile (PvIB)

The common approach

Core tasks and workprocesses

Required competences e-CF competences

oKS e-CF K&S elements

Start level and learning lines Start level and learning lines

Teaching methods

. B
Scheduling

. B
Teaching material

Teaching methods

Scheduling

. B
Teaching material
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{7¥%%  Lessondearnedand expected

1. To build capacity in Cybersecurity and creating a resilient professional workforce it is
necessary to educate welained young talent on three levels:
secondary vocational, higher vocational and university.

2. Based on the detailed-€F Knowledge and Skills elements, it is possible and feasible to
develop new and officiallsecognisedCybersecurity education.

3. The professional profiles and the detailedCéKnowledge and Skills elementsn also be

used to determine whether already existing styzhpgrammesactually develop the
required competences (world wide).

4. ENISAlansto have afinal version of theeuropean Cybersecurity Skills Frameworkhe
end of 2021.

European e-Competence
Framework 3.0
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Questions?

fredvannoord@planet.nl

https://www.pvib.nl/kenniscentrum/documenten/jokprofilesinformation-security-2-0
With many thanks to: https://www.ecpmpetences.eu/ | . | |
Marcel Spruit, lector Cybersecurity https://www.enisa.europa.eu/topics/cybersecurigducation/europeancybersecurity
Jan Wessels, CISO Offabhobank skillsframework

Olaf Streutker, CISO Office ABMrobank https://ec.europa.eu/jrc/en/publication/proposakturopeancybersecuritytaxonomy



https://www.ecompetences.eu/
https://www.ecompetences.eu/
https://www.enisa.europa.eu/topics/cybersecurity-education/
mailto:fredvannoord@planet.nl




